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Abstract

This document describes the HP software update catalog for Microsoft System Center products. It also
provides an overview of the custom update process, explains the benefits of using the HP Client
Updates Catalog for System Center Products, and gives some insight into how the catalog leverages
Windows Management Instrumentation (WMI) and the HP Client Management Interface (HP CMI).
Finally, this paper describes the steps that should be followed to import the catalog into the Microsoft
System Center family of products and deploy HP software updates to HP client systems.

NOTE

Throughout this document, the terms SMS, Configuration Manager, SCE,
System Center Essentials, Microsoft system management products or
Microsoft System Center family of products are used interchangeably. They
all refer to the Microsoft System Center management products supported by
the HP software update catalog in Supported Microsoft System
Management Products.

Introduction

Update management—the ability to identify and selectively deploy updates in a timely and automated
manner—is an important function of maintaining any set of computers, from a single PC to an
enterprise datacenter. Update management can help maintain security and productivity for the
managed organization. HP now offers a mechanism to streamline updates for HP systems within a
Microsoft System Center management infrastructure. The HP Client Updates Catalog for System
Center Products contains software driver and patch information for desktops, notebooks, and
workstations. Using Microsoft System Center products such as System Management Server (SMS),
System Center Configuration Manager 2007 (SCCM), or System Center Essentials (SCE),
organizations can integrate and deploy HP software updates quickly and easily. The HP Client
Updates Catalog for System Center Products provides detailed platform information for software
updates in order to target appropriate client systems within the managed enterprise.

Benefits

e The HP Client Updates Catalog for System Center Products provides detailed platform information
for software updates, with applicability and installed rules to determine whether or not an update is
appropriate for target clients within the managed enterprise and, if so, whether or not it is already
installed. Administrators do not have to define software updates manually from HP as custom
updates in Microsoft System Center products.

* If the management console can connect fo ftp.hp.com, corporate IT can download HP software
updates from the ftp site directly into their System Center administration product.

HP Client Updates Catalog for System Center Products
Overview

HP Client Updates Catalog for System Center Products:



e Contains information about HP software updates (also known as SoftPags), such as title,
description, supported languages, download URL, applicability rules, installed rules, etc. (does not
contain the binary code of a software update)

e Includes only software with a self-contained executable setup program that can be silently installed
(does not include updates that cannot be silently installed or updates that do not run in Windows)

e Includes only update information for commercial desktops, notebooks, and workstation platforms
(does not contain update information for servers)

e Is digitally signed by HP
e |s available at ftp://ftp.hp.com/pub/softlib/software/sms_catalog/HpCatalogForSms.latest.cab

Supported Microsoft System Management Products

e Microsoft System Management Server 2003 R2
e Microsoft System Center Essentials 2007
* Microsoft System Center Configuration Manager 2007

HP Software Update Applicability Rules

Each HP software update included in the catalog has three sets of rules:
e Prerequisite rules: high-level rules for the client scan tool to determine if the software update is
applicable to a client

e Applicability rules: low-level rules for the scan tool to determine if the software update is applicable
to a client

e Installed rules: rules for the scan tool to determine if the software update is already installed on a
client

Prerequisites Rules

e Must be an HP computer*

e Supported operating systems of the software update

Applicability Rules

e Supported languages of the software update
e Supported platforms*

e Supported devices* (if the software update is device-specific)

Installed Rules

e For a system BIOS update, BIOS release date* >= release date of the software update

e In case of a non- system BIOS update, the significant file of the software update exists on the
machine.

If the client scan tool finds that all prerequisite rules and applicability rules evaluate to true and
installed rules evaluate to false (not installed yet), the software update is applicable to the client and
will be installed during the next scheduled update to the client.



NOTE
* These checks are done by calling WMI and the extended HP Client
Management Interface (HP CMI) detailed in the next section.

How HP software updates leverage
Windows Management Instrumentation (WMI) and
HP Client Management Interface (HP CMI)

HP software update definitions in the catalog provide applicability rules to a client scan tool of SMS
products. Many of those rules query WMI to determine if a software update is applicable to a target
client system. The table below shows the namespace and the query of the WMI rules.

Rule WMI Namespace Query

HP machine Root\CIMV2 select * from Win32_ComputerSystem where
Manufacturer="Hewlett-Packard'

BIOS release date Root\CIMV?2 select * from Win32_BIOS where
ReleaseDate<="<software update BIOS release
date>’

Supported Roof\CIMV2 select * from Win32_BaseBoard where Product LIKE

platforms '<system D>’

Supported devices Root\CIMV2 select * from Win32_PnpEntity where DevicelD LIKE
'<device ID>’

Root\HP\InstrumentedBIOS select * from HP_PNPDevice where DevicelD LIKE
‘<device ID>’
NOTE

Root\HP\InstrumentedBIOS is the namespace provided by HP Client
Management Interface (HP CMI). This interface passes hardware and
system BIOS information to WMI for manageability applications.

How to deploy HP updates using HP System Software
Manager (SSM) with Microsoft System Center Products

Administrators need to selectively distribute software updates to clients. One way to simplify and
automate the software update process is to use HP System Software Manager (SSM) combined with a
Microsoft System Center product.

HP SSM is a free utility that helps streamline the mass deployment of system software updates to client

PCs. SSM reduces the complexity of system software management by delivering the following

capabilities:

e Deploying system software updates (for drivers and BIOS, for example) from a centralized file store
to multiple client PCs—simultaneously and automatically

* Deploying customer-created update packages



e Enforcing BIOS configurations and passwords

e Logging the changes made to each computer

How to Combine Microsoft System Center and HP SSM for
the Greatest Benefit

e Download HP SSM from http://www.hp.com/qo/SSM.

e Configure a network file share as the file store for SSM.

e Deploy SSM to clients and configure SSM to run on clients with the configured file store on a
scheduled basis using SMS.

e Download HP updates from the HP ftp site to the SSM file store.

e Let SSM run on the clients and automatically figure out what updates the client needs and install the
updates needed.

e Import the HP Client Updates Catalog for System Center Products into the appropriate System
Center product.

e View the compliancy in the System Center product after the custom update scan process and the
inventory cycle run on clients. Since you let SSM install HP updates, you do not need to distribute
the same updates using the System Center product and should not do so. You take advantage of the
SMS custom update process only to scan for compliancy here.

Overview of the Third-Party Update Process in Microsoft
System Management Products

The following figure illustrates the two major phases of third-party update deployment in Microsoft
system management products.
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The specific details on the HP Client Catalog and each supported Microsoft system management
product are listed in the next sections for clarity. You can just go to the appropriate section below.



System Center Configuration Manager 2007
and the HP Client Catalog

Overview of SCCM 2007 and the HP Client Catalog

SCCM 2007 utilizes Windows Server Update Services (WSUS) and System Center Update Publisher
(SCUP) for the software update process. SCUP allows an SCCM administrator to import and select
custom software updates to publish to WSUS. SCCM synchronizes with WSUS to get the software
update metadata and informs managed client systems about the updates. Client systems then scans
and reports the update compliance status to the site server. SCCM administrators review the update
compliance and create packages to deploy necessary updates.

The SCCM custom update process includes three phases:
1. Importing and publishing third-party updates
2. Scanning clients for update compliance

3. Deploying updates

Importing and Publishing Third-Party Updates

HP customers can configure the import list in SCUP to reference the link to the HP Client Updates
Catalog for System Center Products on the HP ftp site and import it into SCUP. The catalog contains
the metadata of available updates. The administrator then selects updates to publish to WSUS. SCCM
synchronizes with WSUS on schedule or on demand fo insert the software update metadata into the
SCCM Software Update Point server role. When the synchronization is completed, a site-wide
machine policy is created to allow managed systems to retrieve and initiate a scan for software
update compliance.

Scanning Clients for Update Compliance

When a managed system receives the machine policy, a compliance scan is scheduled. Windows
Update Agent (WUA) connects to the WSUS server, retrieves the list of updates and scans the
managed system against applicability and installed rules of each update. HP updates have rules to
check WMI and HP Client Management Interface (HP CMI) for applicability. The SCCM Software
Update Client Agent sends compliance information back to the site server. Based on the compliance
status, an administrator can see which updates are needed by managed systems and can then decide
which of the updates to distribute.

Deploying Updates

Once the administrator determines which updates need to be distributed, the administrator selects
software updates and distributes them to client systems by creating deployments and deployment
packages. When clients of the targeted collections receive a new deployment from the management
point, clients download software updates from a distribution point that has a deployment package
containing the necessary software update binaries. The binaries are then installed on clients and the
compliance status uva reported to the site server.

SCCM Installation

SCCM, WSUS, and SCUP need to be installed and configured before importing the HP Client
Updates Catalog for System Center Products into SCUP. If you have the full version of SCCM 2007,
follow the installation instructions provided in the documentation to install and configure the software.



If you would like to try SCCM, you can download the evaluation version from
http://www.microsoft.com/systemcenter/configmgr/default. mspx.

You also need to make sure the site server has been configured for software updates. The
Administrator Checklist for Software Updates link should be helpful: http://technet.microsoft.com/en-
us/library/bb694174.aspx.

How to Import the HP Client Catalog to SCCM 2007

After installing and configuring the SCCM site server, WSUS, and SCUP, you can use the following
steps to import the HP Client Catalog and publish HP software updates to SCCM.

NOTE
We recommend that you try these updates in a test environment before
rolling them out to the production environment.

Import the HP Client Catalog into SCUP

1. Click Start > All Programs > System Center Updates Publisher > System Center Updates Publisher
to launch the SCCM publishing application.

in System Center Updates Publisher

File Action Yiew Help
= 2
%8, System Center Updates Publisher _— o _ | | Actions
The Publizhing Tool provides a way to create a—
| products. System Center Updat... -
F] Create Update
F Irvport Updateds)
& Publish Update(s)
The following links take you to help topics on varnious oo -
i_?«;] Settings
How Do 17 =] Manage Rules
i Learn mare abaut the taal: Ll Export
Canfigure settings % et all Publish Flags
Import updates & Clear all Publish Flags
Create a new update F Show Filter
Publizh updat -
KOst Hpaates L™ Add vendor
M anage miles -
=1 L4
Refresh
EY Help
| Mame | Description | Last Imported | Published D,
< | E2 | .

2. In the Actions pane, click Settings. The Settings dialog is displayed.



settings 2 x|

Irnport List | lpdate Serverl [rata Su:uuru:el Truzsted F'ublishersl .ﬁ.dvancedl

Configure the list of catalog files pou want to import regularly.

r Automatically check for updates to my catalogs on startup

Irmpart List:
Publizher | M arme | Path | Source

4| | i

add | Find Edi Remove | Remove s |

Cancel | Apply |

3. Click Find to use the Microsoft master updates catalog. The Discover and Add External Catalogs
dialog displays.
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Discover and Add External Catalogs

Choose catalogs from the External Catalogs list to add to the Import List.

External Catalog(s): Chosen catalog(s)
Fublisher MName Fublisher MName
1E 1E Updates Catalog

Citrix Systems Inc. Citrix Hotfix Catalog

Dell [SCCM and SCE ONLY] Dell Server Updates..
Hewlett-FPackard  Hewlet-Packard Client Updates Catalog Add Al

Intel Intel Server Management Pack Catalog

Catalog Details:
URL | |

Support: | |

Description:

Cancel

4. Select Hewlett-Packard Client Updates Catalog and click Add, and then click OK. The Hewlett-
Packard catalog now appears in the Settings dialog.

5. Click OK to close the Settings dialog. Since the catalog entry is added to the SCUP database, you
just need to add the HP Client Catalog once; the next time you need to import the catalog, you
can start from the next step.

6. Click Import Updates on the Actions pane of the SCUP console to bring up the Import Software
Updates Catalog Wizard.
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Import Software Updates Catalog Wizard

’ Select Import Method

Since you added an entry to the catalog list in the initial steps, Bulk Catalog Import option is enabled
and selected as the default.

7. Click Next. The Summary dialog of the wizard displays the catalog(s) to be imported.

12



Import Software Updates Catalog Wizard x|

gg Summary

Select Impart Method Importing will begin when vou click 'Nesxt'

_ Ftp: fiftp. hip. compuby softlibfsoftwaresms_catalogfHpCatalogForsms. latest, cab
Progress
Confirmation

Einish | Cancel |

< Prewvious |

8. Click Next. SCUP downloads and validates the catalog and displays the Security Warning to
confirm that you would like to accept this catalog signed and published by Hewlett-Packard.

Catalog Validation - Security Warning

Do you want to accept this catalog?

Mame : HpCatalogF orSmes. latest. cab

Publisher . Hewlett-Fackard Company

i) Always accept catalog from "Hewlett-Packard Company'

i) Azk me eveny time

Accept ] [ Don't Accept

gcanning for updates. Only accept catalogs from publizhers wou st

Catalog files fram untrusted publishers can potentially harm client computers when
Tell ke Maore

9. If you accept the catalog, click Accept. The Progress dialog shows the importing progress.



Import Software Updates Catalog Wizard

Progress

S

Confirmation

Finish: ’7

When the importation is complete, the Confirmation dialog is displayed.
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Import Software Updates Catalog Wizard x|

Confirmation

Select Import Method ou have successfully imported a software updates catalog from the Following location:

Surnmary Ftp: fiFtp . hpLcomfpubysoftlibfsoftware/sms _catalog/HpCatalogForsms.latest.cab
Location: Ftp:fiftp. hp.comfpub)softlib/softwarefsms_catalog

Imported File: HpZatalogForsms . latest, cab

Mumber of Updates Imported: 243

Progress

= Previous | Mdexk = | Einish

10.Click Close. The SCUP window displays the Hewlett-Packard Business Clients node under System
Center Update Publisher. Click Hewlett-Packard Business Clients to display the update categories.

':m System Center Updates Publisher _ Inlﬂ

File  Action  Wiew Help
¢ = | Bm 2
Uz System Center Updates Publisher Actions
-5 Hewlett-Packard Business Clients Article D -
------ Desktops - =
{_% Desktops =p21 715 b ) EIE Jriver for WWindows 2000 0 —
L@ MNotebooks CZlsp24161  Microzoft Windows #P Fix for Unmountable Boot Yol .. Critical Critical ... 'F] Create Update
# Workstations % sp24164 M?crosoft W'?ndows wP F?x for Sténdby.-"F!esume.Enor Impartant Updates I?_I Import Update(s)
L= ep2177 Microsoft Windows %P Fix for Failure to Recognize 5., Important Updates X
(F]5p24179  Microsoft Windows XP Intelide. sys Fix for ICHE Drive...  Crical Critical U... [l Publish Update(s)
E zp24450  Microsoft Windows ¥P IntellDE.sys File Update for ... Low Updates %] settings
(F]sp24466  HPWwLAN 802.11hWL220 Lo Updates
Flsp24625  HP WLAN 802.11b WL220 Configuration Utiity Low Updates ] Manage Rules
E 3p2BEEE  Microsoft Windows %P Fis for USE 2.0 Driver lssues ... Important Updates \_,:1’ Export
E 3p2BB27  SetVideo Refresh Rate Utility for Microzoft Windows...  Low Updates ‘)7 <ot 1l Publish Fl
E zp27103  ADI ACST Integrated Digital Audio Driver Important Updates s uolish Flags
(¥]sp27976  Diagnostics for Windaws - Selected Commercial Des...  Impartant  Featwre .. | | % Clear All Publish Flags
aq | 3| < show Filker
Software Update Details view '
Update Details | Applicabilty Rules | X Delete
1= Iﬂﬂ Renarme
] Intel 3D Direct Graphics Driver for Windows 2000 _XP Refresh
EP Help
Update [D: B.13.01.3015.41 Intel 3D Direct Graphics ... «
Article [D: zp21715 — ‘-=]L Expart
Classification: Tools |—
) = Edit
Severity: Important
=, -
Creation Date: 2/8/2006 11:21:44 PM _q| [ Duplicate
4 | | >| Q’ Set Publish Flag LI

Enables user to add, edit and madify rules that they will use repeatedly in building update applicability expressions, |
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Publish HP updates to WSUS
You choose which updates to publish to WSUS.

1. In the tree pane of the SCUP console, select a category under the Hewlett-Packard Business Clients
node to see all updates under that category. Notice that all updates are not initially flagged in the
Publish column. The bottom section of the result pane displays the main details of the currently
selected update.

‘:m system Center Updates Publisher _ |D|l|

File  Action VWiew Help
& =+ | |2
U}? System Center Updakes Publisher

=57 Hewlstt-Packard Business Clierts Article 1D Creation Date
ticrozoft wWindows P Fis for Unmountable Boot Walum,.. Critical ... B411/2004 Language Mevtral
2 Wrorkstations Microsaft Windaws =P Fi tor Standby/Resume Emrar Impartant Updates 3/4/2008 Language Mevtral
ticrosoft Windows =P Fix for Failure to Recognize SAT Important Updates FA2/2004 Language Nevtral
icrosoft Windows P Intelide. sps Fik for ICHS Drive 5. Critical Critical ... 2/8/2005 Language Mevtral
Microsaft ‘Windows P IntellDE. sys File Update for ICH-..  Low Updates 6/11/2004 Language Mevtral
HP WwilaM 802.11bWwL220 Low Updates B/11/2004 Language Mevtral
HP wLak 802.17b WL220 Configuration Litiity Low Updates 10/3/2008 Language Neutral
ticrosoft Windows =P Fix for USB 2.0 Driver lssues [0 Important Updates 10/3/2006 Language Nevtral
Set Video Refresh Rate Utiity for Microsoft Windows 20...  Low Updates 10/3/2006 Language Mevtral
ADI ACST Integrated Digital Audio Driver Irportant Updates 2/16/2006 Language Mevtral
Diagnostics for Wwindows - Selected Commercial Deskto...  Important Feature .. 10/3/2006 Language Mevtral
<

Software Update Details
Update Details I Applicability Rules I

|»

"] Intel 30 Ditect Graphics Driver for Windows 2000_XP

Update ID: E.13.01.3015.41

Article 1D =p21715 _
Clagsification: Tools

Severity: Important

Creation D ate: 2/8/2006 11:21:44 PM

Language: ;I

2. You can double<lick a software update in the list to see all the details about the update. Please
DO NOT CHANGE the software package properties, or the update may not work properly.

3. Rightclick the desired software update in the result pane, then click Set Publish Flag. The flag
should turn to green. Notice the Classification information of the updates. The updates will be
grouped under the appropriate classification in the SCCM console.

fi System Center Updates Publisher 0] x|

File Action ‘Wew Help

& = | @@ 2 m

|42 system Center Updates Publisher

5% Hewlett-Packard Business Clients Article [D Creation Date
i % Desktops
% Motebooks ticrosoft Windows =P Fix for Unmountable Boot Yolum Critical Critical U E/11/2004 Language Nevtral
2 ‘workstations icrosoft Windows P Fid for Standby/Fesume Emar Important Updates 34472008 Language Mewtral
icrosaft ‘Windows P Fix for Failure to Recognize SAT...  Important Updates FA2/2004 Language Mevtral
ticrozoft wWindows <P Intelide. sz Fiv for ICHS Dirive 5. Critical Critical ... 2/8/2005 Language Mevtral
Microsaft Windaws =P IntellDE. svs File Update for ICH-..  Low Updates EA171/2004 Language Neutral
HPF WwiLaN 802 11bWwL220 Low Updates B/11/2004 Language Nevtral
HP WwiLaM 802.11b WL220 Configuration Litility Low Updates 10/3/2006 Language Mevtral
Microsoft Windows =P Fit tor USB 2.0 Driver lssues [B...  Important Updates 10/3/2008 Language Neutral
SetVideo Refiesh Rate Utiity for Microsoft Windows 20, Low Updates 10/3/2006 Language Nevtral
ADI ACAT Integrated Digital Audio Driver Important Updates 2/16/2006 Language Mevtral
Diagnastics for 'Windaws - Selected Commercial Deskto...  Important Feature .. 10/3/2006 Language Mevtral
4

Software Update Details
Update Details I Applicability Rules I

|»

ﬁ Intel 3D Direct Graphics Driver for Windows 2000 _XP

Update ID E.13.01.3015.41

Article ID sp21715

Classification: Tools _
Severity: Important

Creation D ate: 2/8/2006 11:21:44 PM

Language: ;I
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4. Repeat step 3 as many times as needed to flag the software updates to be published. You can also
select entire folders: right-click, then select “Set All Publish Flags” to publish groups of updates.

5. Once you get the desired updates flagged for publishing, select and right-click the Hewlett-
Packard Business Clients node on the tree pane and select Publish Update(s) to publish only the
flagged software updates under the selected node to WSUS. The Summary dialog of the Publish
Wizard shows the numbers updates to be published to WSUS.

Publish Wizard x|

gﬂ Summary

_ Publishing will begin when wou click Text',

‘¥ou are about to publish 43 update(s) with the Following update server configuration:
Server: <local>

Progress

Confirmation

= Previous | Mext = I Finish | Cancel |

6. Click Next. You may be prompted to accept software update binaries signed by Hewlett-Packard
Company. If you are publishing multiple HP updates, you may want to select Always accept
content from “Hewlett-Packard Company”.

Content ¥alidation - Security Warning x|

Do you want to accept this content?

Mame : p 32437 ene

Publisher :  Hewlett-Packard Compary

() Always accept content from'"Hewlett-Packard Company”

(=) Ask me every time

Don't Accept |

Filez from untrusted publizhers can potentially harm client computers when
deplayed. Only accept content from publizhers you trust.

Tel ke kare
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7. Click Accept. The Progress dialog of the Publish Wizard displays the progress of the publishing
process.

Publish Wizard x|
\;}g Progress
Sty Status: Publishing update 'Microsaft Windows %P Fix for Standby/Resume Error’

Hroaness

Confirmation lll

To ztop publizh click Cancel

= Brevious | [t = | Einish | s

8. Once the publishing is done, click Close on the Confirmation dialog. Although the updates are
published to WSUS, the data about the updates are not updated in the SCCM site server
database until the next synchronization between SCCM and WSUS. You can either wait for the
scheduled complete synchronization or force a delta synchronization between SCCM and WSUS
in the next.

9. Click Start. Point to All Programs > Microsoft System Center > Configuration Manager 2007, then
click ConfigMgr Console to launch the Configuration Manager Console.

10.In the left treeview pane, expand Site Database > Computer Management > Software Updates,
then right click Update Repository, then click Run Synchronization.

A Run Update Synchronization message box appears prompting to run the synchronization
process on the site.

11.Click Yes.

The synchronization process is initiated. This process may take a few minutes to complete. There is
no visual indication that the process has completed. You can view the synchronization log to
determine successful completion using the steps below.

12.In the left treeview pane, expand Site Database > System Status > Site Status, expand the site
server, and then click Component Status.

The list of SCCM server components and their current status appears in the results pane.

13.In the results pane, select and right click SMS_WSUS_SYNC_MANAGER, and then click Show
Messages > All.

18




The SMS Status Message Viewer for the site server window appears displaying the status
messages for the WSUS Sync Manager. Notice the most recent messages with IDs of 6701, 6705
and 6702. These messages indicate the sync process has started, is in progress, and completed,
respectively.

14.0On the File menu, click Exit.
The Configuration Manager Console window appears.

15.In the tree pane, expand the Site Database, expand Computer Management, expand Software
Updates, select and right-click Update Repository, and click Refresh.

The classification nodes under Update Repository are updated to include Hewlett-Packard Business
Clients node. Depending on the classification of the published updates, it is possible that not all
classification nodes have the Hewlett-Packard Business Clients node.

16.You can also create a Search Folder which contains all Hewlett-Packard Updates for business
clients, regardless of the update category. Expand Update Repository and right click Search
Folders, then click New Search Folder. The Search Folder Criteria dialog appears.

17.Scroll down the top list and select Vendor.

Search Folder Criteria Eq

Step 1 Select object properties ko search

O itle =]
O Total

O unique Update 10

O unknown

O update Classification

Vendor j

Step Z: Edit the property's search criteria (click an underlined value)

Yendor <ikems to find =

Step 3: Specify search options
™ search all Folders under this Feature

Skep 41 Enter a name For the search Folder

| Q
(6] 4 I Cancel | Help |

-
S

18.In the Step 2 section, click on <items to find>. The Search Text dialog appears.

Search Text E3

Choose 1 or mare items to search Far:

[ 1E -
[ Cikrix Swskems Inc,

[ Dedl

Hewlett-Packard Business Clients

[] Inteli® Corporation
[] Local Publisher :I

oK I Zancel |

19.Select Hewlett-Packard Business Clients and click OK.
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20.Select the checkbox next to Search all folders under this feature.

21.Enter a name for the search folder, such as Hewlett-Packard Business Client Updates, then click OK
to save.

Search Folder Criteria x|

Skep 1; Seleck object properties bo search

O Tite -]
O Total

O unigque Update ID

O unknawn

O update Classification
yendor -

Skep Z; Edit the property's search criteria (click an underlined walue)

Wendor "Hewlett-Packard Business Clienks”

Step 3: Specify search options
¥ Search all Falders under this feature

Step 4: Enter a name For the search Folder

IHewIett—Packard Business Client Updates

QK I Cancel | Help |
A

Your new search folder appears under the Search Folders node.

Click on the Hewlett-Packard Business Client Updates search folder, or expand a classification
node, expand Hewlett-Packard Business Clients, and then expand a category, for example
Desktops.
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g;l Fle Action View Window  Help ‘ Il e |
& = | |2
Ehl Syskem Center Configuration Manager Desktops
= Q Sike Database (15T - SCCMTEST, HP PSG SCCM Testy me —
t L Site Management Look for: I j in IAII Columns j Eind o | Clear. |
= Computer Management
Collections
= Corfiicting Records Bullstin ID | article 0| Titls | % Compliant_| Installed | Required | not Required | Unknown «
B3 Softwars Distribution (B 5.12.1.5410.A1  spa6E30  ADLACYY Inbeqrated Digital Audin ., 0,00 % i i i i
E‘"@ Software Lpdates B7512.1.4070,H1  spa6228  ADI ACS7 Inteqrated Digital Audio ... 0.00% i i i ]
=-{d) Update Repository B77.14.10,1244.81 sp3e441  Inkel Graphics Driver for Microsoft ... 0.00% 0 0 0 o
o Search Folders 77.14.10,1244.41 sp36439  Intel Graphics Driver for Microsoft ... 0,00 % o o o o
Le} Critical Updates Ble.s2.0.0.01 sp36378  Broadcom Netktreme Gigabit Driver...  0.00 % i i i o
'-:‘? szz:rte Puacdk‘:tﬁs @ 1.5.0.3.A1 sp35845  HP Blade PC Customizations 0.00 % o o o o
F? Tools ¥R EI.DD.CI sp35958  HP Blade PC Automated System Re...  0.00 % 1] 1] 1] 1]
2103, Updates @5.10.0.5358.5\3 Sp35433  Realtek High-Definition sudio Driver 0,00 % 1] 1] 1] ]
“5 &l Updakes @6.0. 1.5361 A1 sp35435  Realtek High-Definition Audio Drive,..  0.00 % 1] 1] 1] [n]
EIu;T; Hewlett-Packard Business Clients EI.DD.M sp35369  Chinese Simplified Graphics Driver 1., 0.00 % o o o 1]
Lof3 Al Updates @7.0.0.1020‘.0«1 5p35438  Intel RAID Driver and Software Su...  0.00% 1} 1} 1} 1}
PR Decktops @1.19.#\1 sp35439  HP Business Deskbop ROMPag Firm..,  0.00 % o o o a
1.5 Motebooks EI.UU.AI 5p35368  Chinese Simplified Graphics Driver L., 0,00 % a a a a
1.;5 Warkstations @7.15.10.9811.»\1 sp35295  MYIDIA Graphics Driver for Microso,.,  0.00 % o o o a
[+ L.:3 Update Lists @Z.I.SS.D.FI 5p33438  Agere Systems PCI Soft Modem 0.00 % a a a a
E3} '\.I‘:& Deployment Templates 51.3.2.0.}:1 5p34547  AMD Cool and Quict CPU Driver 0.00 % o o o 1)
& -L%é Deployment Management @5.10.0.5720.A7 sp301z0  Realtek Integrated Audio Driver 0.00 % il il il il
B[ Deployment Packages B8.103.811 sp30122  ATIRADECN ¥PRESS 200 %300 5., 0,00 % 0 0 0 0
[ Operating System Deployment B 84.78.81 sp33254  WVIDIA Graphics Driver 0.00 % i i i i
Eel-ai Software Metering 5l 6.26.1.4.81 Sp3IS25  ATIGraphics Driver for Microsoft ... 0.00 % 0 0 0 ]
g% E::S;j‘”cgonﬂguramn O 75.12.1.4070.E10 sp27989  ADI ACO7 Inbegrated Digital Audio .. 0,00 % o o o o
B LA Oueries @6.14.10.4342.#1 sp31099  Intel Graphics Driver for Microsoft ... 0.00 % o o o 1]
g ) Bla11.2.41 sp2E224  HP WLSO0 PCI(802,11afbjg) WiFi ... 0,00 % 0 0 0 0
[]--B’D Mobile Device Management ; '
16 Network Access Frotection @1.2.1.3.»\1 sp25827 S?t Wideo Réfresh Rate .Utlhty for M., 0.00% 1] 1] 1] 1]
-7 System Status @1.00.&1 Sp25656  Microsoft Windows ¥P Fix for USE 2...  0.00 % 1] 1] 1] 1]
@ 1.10.C1 sp24625  HP WLAM B02.11b'WL220 Configur,.. 0.00% o o o 1)
EI.D.M sp24164  Microsoft Windows ¥P Fix for Stand...  0.00 % 1] 1] 1] i]
ES.IZ.I.ESZU.DZ sp27103  ADI ACY7 Integrated Digital Audio ... 0,00 % a a a a
@1.00.#\1 sp24177  Micrasoft Windows ¥P Fix for Failur,,, 0,00 % 1] 1] 1] 1] |
ﬁl.o.m sp24450  Microsoft Windows ¥P IntellDE sys ... 0.00 % 1] 1] 1] 1]
ﬁl.l.S.D.Bl sp24466  HP WLAN B02.11b WL220 0.00 % a o a a _ILI
q | ») e | >

Notice that Compliant, Installed, Required, Not Required and Unknown initial values are zero.
When the next software update scan occurs on client systems, clients report to the site database
whether each update is applicable or installed for each client. Then the administrator can see the
reported data and decide which updates need to be distributed.

e Installed displays the number of clients reporting that the update has been installed.

e Required displays the number of clients reporting that the update is applicable and not yet installed
or the installation status has not reached the site server database.

 Not Required shows the number of clients not applicable for an update.

¢ Unknown displays the number of clients that have not had a successful scan for the software update
compliance or the scan result has not been reported back to the site server.

To check the software update scan schedule, in the console tree of Configuration Manager
Console, expand Site Database, expand Site Management, expand your <site code - site name>,
expand Site Settings, click Client Agents, right-click Software Updates Client Agent in the result
pane, then click Properties. Part of the General tab is the scan schedule. Once the client systems
scan and report the compliance status, you can decide the update(s) to deploy to target collections
using the steps in the next section.

How to Distribute an HP Software Update from SCCM 2007 to HP
Client Systems

The following steps show a simple deployment of one update. SCCM provides the facility for you to

plan your software update list and deployment template ahead of time to take a full advantage of

SCCM. Please refer to the SCCM links in the section For more information at the end of this document

to learn more about SCCM.

1. Run the Configuration Manager Console. In the tree pane, expand Software Updates, expand
Update Repository, expand an update classification like Updates, expand Hewlett-Packard
Business Clients and then click All Updates.
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The information for all HP updates of the selected classification appears in the results pane.

. Click to select a software update required by client(s) that you would like to distribute, and then in

the Actions pane, click Deploy Software Updates.
General dialog box of Deploy Software Updates Wizard (DSUW) appears.

3. In the Name box, type the name of the update you want to distribute.

In the Description box, type a description for the update and then click Next.

The DSUW Deployment Template dialog box appears prompting to create a deployment template
or to use an existing deployment template for distributing software updates. If you have existing
deployment templates to use, select it and skip to step 12. If you do not have any deployment
template, you will need to create one.

. Click Create a new deployment definition and click Next to create a deployment template.

Collection dialog appears prompting you for the targeted collection.

Click Browse button. Browse Collection dialog appears. Select the collection you would like to
target for this update and click OK on the Browse Collection dialog. You are back on Collection
dialog.

Click Next.

Display/Time Settings dialog appears to let you set whether to display or suppress notifications on
clients, to use UTC or client local time to evaluate deployment schedules, and to specify the
duration of the deployment.

. Choose the appropriate values for your deployment and click Next.

Restart Settings dialog shows. You can set to suppress a system restart for servers or workstations
and allow a system restart outside of the maintenance windows.

. Choose the appropriate values for your deployment and click Next.

Event Generation dialog shows. You have the options to disable Operation Manager alerts while
software updates run and generate Operations Manager alert when a software update installation
fails.

10.Choose the appropriate values for your deployment and click Next.

Download Settings dialog shows. You can tell SCCM what to do when clients of a slow or
unreliable network boundary download update binaries and whether to allow clients to download
updates from unprotected distribution points.

.Choose the appropriate values for your deployment and click Next.

Create Template dialog shows. By default, you should save the selected deployment properties as
a template to save time and to ensure consistency for future deployments. Enter a name and a
description for the template.

12.Click Next.

DSUW Deployment Package dialog box appears prompting to name the new deployment package
to add the updates to.

13.Click Create a new deployment package.

14.In the Name box, type a name for the package.

15.In the Description box, type a description.

16.In the Package Source box, type a share where client systems have access so they can download

the update binaries.

17. Click Enable binary differential replication if you want clients that use BITS to continue

downloading the files at the bit within a file if they are disconnected during file transfer, and then
click Next.

The DSUW Distribution Points dialog box appears allowing you to designate the distribution points
to distribute the package to.
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18. Click Browse.

The Add Distribution Points dialog box appears displaying the site(s) that can be targeted. Under
Distribution points, click to select the site(s) to serve as the distribution point(s) for this deployment,
and then click OK.

The DSUW Distribution Points dialog box appears displaying the distribution points to distribute
the package to.

19.Click Next.

The DSUW Download Location dialog box appears allowing you to configure whether or not to
download updates automatically from the Internet or to retrieve them from a network location.

20.Click Download software updates from the Internet to pull the updates from the published location,
and then click Next.

The DSUW Language Selection dialog box appears allowing you to configure which languages
updates should be downloaded for. Notice that the default is the same as you configured in the
properties of the software update point.

21.Click Next to accept the configured languages.

The DSUW Set Deployment Schedule dialog box appears allowing you to configure when the
update deployment will be made available to clients, and when the deployment becomes
mandatory. Notice that the default values are to become available now, and become mandatory
in two weeks time. By default Wake on LAN is not enabled for the deployment, and updates can
only be deployed within any configured maintenance windows for the targeted collection.

Click Next to accept the default values.
The DSUW Summary dialog box appears indicating you have successtully completed the wizard.
22.Click Next.

The DSUW Progress dialog box appears displaying the progress of the deployment. When
complete, the DSUW Completed dialog box appears displaying the status on each phase of the
deployment.

23.Verify that each phase of the process was successtul, including the download of the update file,
and then click Close.

The Configuration Manager Console appears displaying the list of security updates in the results
pane.

24.In the tree pane, click Deployment Management.

The Deployment Management information appears in the results pane. Notice the deployment
name and values listed from the DSUW.

25.In the tree pane, expand Deployment Management, expand the name of your deployment, and
then click Software Updates.

The list of software updates in this deployment appears in the results pane.
Notice the list of updates includes the update you selected prior to starting the DSUW.

26.In the tree pane, expand Deployment Packages, expand your deployment package, and then click
Software Updates.

The Software Updates information appears in the results pane. Notice that the list of updates
available in this deployment package is those you selected prior to launching the DSUW, which
only included the update you selected.

27.In the tree pane, expand Deployment Packages, expand your deployment package, and then click
Distribution Points.

The distribution points assigned to this deployment package appears in the results pane. Notice
that this matches the distribution points you selected in the DSUW.
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Issues & Limitation

Publishing partner updates to WSUS requires download of binaries

The SCUP RTM version downloads binaries of all selected custom updates published to WSUS during
the publishing process. This results in the following issues:

1. Publishing many updates at once can take a long time as the binaries are downloaded.

2. Clients cannot scan to determine update applicability until the updates exist in WSUS, which
requires the download of the associated binaries.

3. SCUP keeps a list of trusted publishers and will prompt you for each certificate used to sign
partner update binaries if the certificate is not yet cached in this list. Hence, the initial
publishing of a large number of partner updates may take some time because you need to
accept those prompts.

4. Downloading update binaries of updates that have not been scanned yet can increase the
amount of network traffic to the WSUS server even if some of those updates result in ‘Not
Required’ after scanning by clients.

This problem has been submitted to Microsoft by HP.

WMI
The HP Client Catalog leverages Windows Management Instrumentation (WMI) to check applicability
rules. Hence, WMI service needs to be running on scanning systems.
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System Center Essentials 2007 & the HP Client Catalog

Overview of SCE and the HP Client Catalog

SCE has the built-in publishing tool and leverages Windows Server Update Services (WSUS) to scan
and update managed clients. The SCE third party update process includes three phases:

1. Importing and approving custom updates

2. Scanning clients for applicability

3. Installing updates

Importing and Approving Third Party Updates

HP customers can import the HP Client Updates Catalog for System Center Products into SCE using
the SCE interface since the publishing tool is built into SCE. The SCE administrator then approves the
desired updates to install on groups of managed systems. SCE then synchronizes with WSUS about
the approved updates.

Scanning Clients for Applicability

Windows Update Agent (WUA) on each managed system provides WSUS a list of products installed
on the client system. WSUS responds with the list of updates applicable to that system. WUA
evaluates the applicability rules of the updates.

Installing Updates

WUA then downloads the binaries of the applicable updates, installs them on the system and reports
status back to WSUS.

SCE Installation

SCE needs to be installed and configured before importing the HP Client Updates Catalog for System
Center Products. If you have the full version of SCE, follow the installation instructions provided in the
documentation to install and configure the software.

If you would like to try SCE, you can download the evaluation version at
http://www.microsoft.com/systemcenter/essentials/default.mspx.

How to Import the HP Client Catalog to SCE

After installing and configuring SCE, you can use the following steps to import the HP Client Updates
Catalog for System Center Products into SCE.

NOTE
We recommend that you try these updates in a test environment before
rolling them out to the production environment.

1. Click Start. Point to All Programs > System Center Essentials 2007, then click System Center
Essentials 2007 Console to launch the SCE console. SCE Console window appears. Notice the
MMC 3.0 based console displays a navigation pane on the left side and a detail pane on the
right side.
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P System Center Essentials - SCESERVER_MG ===

Fle  Edit Wiew Go  Actions Tools  Help

I | search - | HE Scope [ Actions |
=} yUter Groups
All Clients (1) oVe Nlew
Al Computers (2}
All Servers (1) -
@ Computer groups summary: Actions:
Choose Group: I’c‘” Computers (2) ﬂ Add new computers and devices

Zreate a computer group

% Wiew members of this group

Wi Qroup SURmmary repork Repor‘ts:

[H Manitoring status - Health report
Hardware Inventory Summary

Software Inventory Summary

@ 1 Computers with active alsrks U Group Software Deployment

Group Update Deplovment

? Update deployment status 'y ®

"3 0 Computers with Failed installations

Key Concepts & How-to Videos:

How ko use the Operations Console
Create new group... —:5 0 Computsrs with instalations n pragress Howe ko configure System Center Essentials 2007

Add new computers and devices, @ 0 Computers are up-to-date / How ko manage computers and devices
O 0 Computers have unknown status
Q Computers

g Monitoring

How b use the Computers space

E’ Software deployment status .

Learn About:

@ 0 Computers with Failed installations

“u' Updates . i Computer Groups
= _:5 0 Computers with installations in progress 1 How ba add new computers and devices
& Software () 0 Computers are up-to-date _// How ko create a group

O 0 Computers have unknown status
Reporting

5 B’ %, Contact status -

Ready

2. Click Updates on the bottom of the navigation pane. The detail pane shows an overview of
updates and actions.
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Help

File  Edit Wew Go  Actions Tools

I \-kiearch - | & Scope

All Updates (3)

Critical Updates (13

SCE Required Updates (0)
Security Updates (2)
Unapproved Updates {00

WA AN A AL

Create new view..,

Q Computers

g Monitoring

“u* Updates

-1 Software

Reporting

el |y

-
-

] Actions @ |

? Updates status summary:

@ All Updates {3) -

[ Updates with installation errors: 0
[0 Updates needed by computers: 0
[0 Updates installedfup-to-date: 0
O Updates with no status: 3

@ Critical Updates (1) -
@ SCE Required Updates {0} -
@ Security Updates (2) -
@ Unapproved Updates {0} -

Synchronization status:

Last Synchronization: @ Mon 7f16/2007 3:09 PM
Tue 7/17/2007 3:30 AM

] 55

Mext Synchronization:
Stop synchronizing
Synchronization Report

Change Synchronization Schedule

Actions:

View unapproved updates

Create new update

Configure Microsoft Update settings
Impart From Microsoft Update catalog

Import updates from parkner catalogs

Reports:

Group Update Deployment Status

Key Concepts & How-to

How to use the Updates space

Haow to deploy third party updates

Learn About:

Update management

How bo configure update management
How to deploy an update

How to uninstall an update

How bo wiew synchronization status

===

Overview

Ready

Hows bo wiew the status of a deployment _ILI
| »

3. Under the Actions: section, click Import updates from partner catalogs to launch the Update

Catalog Import Wizard.
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‘_.‘ Update Catalog Import Wizard |

ﬂ Introduction

Intraduction

Importing a Catalog of Updates

Select Catalog

Review [pdak
SHEWISRESES This wizard will help wou ko import a catalog of Updates to partner software,

Import pdates
This wizard will help vou to:

- Select a catalog toimport,

- apecify a URL for catalog to import {optional).
- Review cakalog contents prior to import,

- Import the catalog of Updates,

- Approve Updates For installation {optionaly.

To begin the configuration process, click "Next"

= Presious | Mext = | Impark | Cancel |

4. From the Introduction dialog, click Next. SCE will confirm with you that it is going to download the
master catalog from Microsoft to display the list of Microsoft-verified partner catalogs.

File Download x|

System Center Essentials is abouk ko download a file From:
http: /o, microsaft. com/Felink ?linkid=6659 6

potentially harm your computer, I you do not trusk the source,

@ While files From the Internet can be useful, some files can
do not continue,

Do you want to continue?

Click Yes. The Select Product Catalog dialog is displayed. The first option, Yes, import the
following catalog, is selected by default. Verify that Hewlett-Packard — Hewlett Packard Client
Updates Catalog is selected.
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‘_." Update Catalog Import Wizard

j Select Product Catalog

Initroduction Choose Catalog to Import

@ Help

Select Catalog

Review Updates Do you want to import Updates from a Microsoft-verified partner?

Import Updates

¥ ‘es, import the Following catalog:

IHewIett-F‘ackard - Hewlett-Packard Client Updates Catalag

£~ Ma, import a cakalog from the Fallowing URL:

i

Import |

< Previous |

Cancel

5. Click Next. SCE will confirm with you that it is going to download the HP Client Updates Catalog

for System Center Products from the HP site.

File Download x|

System Cenker Essentials is about o download a file From:

Ftp: fiFEp. b, com)' pub/softliblsoftwarelsms catalog/HpC atalogForSms, lak
esk, cah

potentially harm wour compuker,  IF wou do naok krust Ehe source,

@ While files From the Internet can be useful, some files can
do niok continue,

Do you want ko continue?

6. Click Yes. SCE downloads the catalog and loads it, listing the updates in the catalog.
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‘:" Update Catalog Import Wizard

““"| Review Update Catalog Contents

|

Introduction

Select Catalog

i Lipdates

Import Updates

¥erify Catalog Contents & Help

Catalog:  htkp:f/localhost/HpCatalogForSms latest.cab

This is the Microsoft Windows audio driver for ADI host-based audio CODECs in the Presario mod
Matrox WinZK,XP Display Driver

Makrox WinZk[%P Display Driver For GZ00MS, G450 and G550,

Intel 3D Direct Graphics Driver for Windows 2000 XP

This SoftPag contains the Windows 2000 _¢P graphics driver for the Intel 30 Direct Graphics chip
Compaq Hotkey Support Software

This allows cuskomers to conveniently manage the features associaked with the Function keys.,
Easy Access Buttons

This allows customers to program the Easy Access Buttons on the kevboard ar use the default se
Agere ¥.92 Mini-PCI Win Modem Driver

Agere V.92 Mini-PCI Win Modern Driver For Ehe Mini PCT Agere Win Modem installed in select con
Compaq 802.11b WLAN Mini-PCI

Campan 302, 110 WLAN Mini-PCT drivers

Agere ¥.92 Mini-PCI Win Modem Driver

Agere .92 Mini-PCI Modem Driver for the Agere Mini PCT Win Modem installed in select compute
Inter¥ideo WinD¥D Player
Interviden WinDWD Plaver

Mvidia Tablet PC Display Driver

al I

ADI Soundmax Audio Driver for Windows XP and Windows 2000 -

= Prewvious | hext = | Import

4

7. Review and verify the updates, then click Import. By default, Show deployment options when this
wizard closes checkbox is checked. Leave it checked to be prompted to select groups for
installation at the end of the wizard.
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EJ Importing Catalog

Introduction Update Catalog Import in Progress (7]

Select Catalog

Review Lpdates Please wait while we import the Updates, This may take several minutes depending upon the size

_ and number of the Updates.

|Jpdate Progress:

Catalog Progress; T 19 %
i
I s lete For: Q) M
Bt mport complete For: G Menu

[w Show deployment options when this wizard closes.

= Preyious | [t = | Eimish | Cancel

8. Click Finish. If Show deployment options when this wizard closes was checked in the previous
step, the Approve Groups for Installation dialog shows.
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Approve Groups for Installation il

Select the computer groupis) that wou want to approve For installation. You can set a
deadline For user installation.

Computer Groups:

Group | Approval | Deadline
N i Computers (23 Unapproved  Mone
[ £ Al Clierts ) Unapproved  Mone
(] £3 all Servers (1 Unapproved  Mone
Set Deadline. .. | Clear Deadline | Create Mew Group, ., |

I | Publish Updates) to ‘Add{Remove Brograms!

Help | (04 I Cancel |

4

9. Select the computer group(s) to which you want to apply the imported updates.

NOTE:
You have the option to create new computer group(s) from this dialog and
you can also set the deadline by which clients must apply the updates.

Click OK. The Approval Progress dialog is displayed. Click Details to view additional information.

Approval Progress

Working, please wait...

Cancel | Clase | Dietails :=-:=-|

4

10.When the approval process finishes, click Close. The Updates view of the SCE Console shows the
imported updates and their status. You can select updates to Decline or Approve. Declined updates
are automatically removed from the SCE Updates view. WSUS and WUA then deploy the
approved applicable updates to the selected managed systems and feedback installation status

back to SCE.
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Essentials
Help

q;j System Center
Essentials
Online

Ready

Issues & Limitation
KB 937467

KB 937467 Update files are not getting downloaded to the Essentials 2007 server when importing
updates from a partner catalog. If you installed SCE RTM version, be sure to get the Microsoft System

Center Essentials 2007 Post Release Hotfix Rollup from

hitp://www.microsoft.com/downloads/details.aspx?familyid=c9{977e4-d26{-4038-88b7-

b70b130a8e3d&displaylang=en
HP Client Catalog Import Time

The SCE RTM version does not allow users to select desired updates from a partner catalog to import
and downloads all the update binaries in a catalog during the import. Hence, the import time for a
large catalog can be hours. This problem has been submitted to Microsoft by HP.

WMI

The HP Client Catalog leverages Windows Management Instrumentation (WMI) to check applicability

rules. Hence, WMI service needs to be running on scanning systems.
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SMS 2003 R2 Custom Updates & the HP Client Catalog
Overview of SMS 2003 R2 Custom Updates & the HP Client Catalog

SMS 2003 R2 contains two components to allow custom software updates: Custom Updates
Publishing Tool (CUPT) and Inventory Tool for Custom Updates (ITCU). The publishing tool can be
installed on a workstation in an office or on an SMS site server. CUPT allows SMS administrators to
design and select custom updates to publish to SMS. The inventory tool needs to be installed on an
SMS site server. ITCU adds custom updates collections, a new package with the client scan program
and scheduled jobs for clients to scan for custom updates to the SMS site server. The inventory tool
needs to be installed on an SMS site server.

ITCU consists of two components:

e An Integrated Scanner to evaluate target clients for software update compliance.

e A Publishing Tool that lets HP and others create software update catalogs that can be imported into
SMS. SMS use these catalogs to determine whether available software updates are applicable to
target client hardware, and automatically performs scheduled updates as necessary.

The SMS custom software update process includes three phases:

1. Enabling custom updates
2. Scanning clients for update applicability
3. Deploying updates

Enabling Custom Updates

HP customers can download the HP Client Updates Catalog for System Center Products from the HP
ftp site and import it into CUPT. The HP Client Catalog defines all of the available updates. The
administrator then selects and publishes the catalog to the SMS site server. SMS sends the updates
catalog and the scan program to the appropriate distribution points.

Scanning for Custom Updates

Once the custom updates are enabled, they are targeted to specific client collections. Clients within
these collections retrieve the policy/advertisement from the management point in their scheduled
policy update cycle. Clients then download the updates catalog and the scan program from the
distribution point. The scan program executes and checks the machine against applicability and
installed rules in the updates catalog. HP updates have rules to check WMI and HP Client
Management Interface (HP CMI) for applicability. Clients then send inventory information back to the
SMS site database. Based on the scan results, the SMS administrator can see which updates are
needed by the clients and can then decide which of the updates to distribute.

NOTE:
The SMS client scan tool requires MS XML 6.0 to work properly. See the
section “MS XML Parser 6.0” under “Issues and Limitations” on page 50.

Deploying Custom Updates

Once the SMS administrator determines which updates need to be distributed, the administrator
selects the software updates and distributes them to clients by creating packages and advertisements
for targeted collections using the wizard (Note: advertisements of HP software updates should be
configured to be downloaded to clients instead of running directly from the distribution point).
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SMS downloads HP updates from the HP ftp site and sends the packages to the distribution point.
Clients of the targeted collections retrieve the policy/advertisement from the management point.
Clients download the update package and execute the patch install program. The patch install
program spawns HP software update executable(s). Finally, client machines are scanned again to
make sure the updates installed and the inventory information is sent back to the site database for
reporting.

CUPT and ITCU Installation

CUPT and ITCU need to be installed and configured properly before importing the HP Client Updates
Catalog for System Center Products. If you are an MSDN subscriber, you can go to the MSDN
subscriber downloads site, log in, and download SMS 2003 R2. The site is
http://msdn?2.microsoft.com/en-us/subscriptions/.

If you are not an MSDN subscriber and would like to try CUPT and ITCU, you can download the
evaluation version at http://www.microsoft.com/technet/sms/2003/evaluate/r2.mspx.

Follow the instructions in the SMS 2003 R2 Documentation to install CUPT and ITCU.

How to Import the HP Client Updates Catalog for System Center Products
info SMS 2003 R2

After installing SMS 2003 R2’s CUPT and ITCU on your SMS site server, you can use the following
steps to import the HP Client Catalog and publish HP software updates to SMS.

NOTE
We recommend that you try these updates in a test environment before
rolling them out to the production environment.

Import the HP Client Updates Catalog for System Center Products into CUPT

1. Download the latest HP Client Updates Catalog for System Center Products from the HP FTP site at
ftp://ftp.hp.com/pub/softlib/software/sms_catalog/HpCatalogForSms.latest.cab

2. Click Start > All Programs > Systems Management Server > Custom Updates > Publishing Tool to
launch the Custom Updates Publishing Tool console.
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m Custom Updates Publishing Tool
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3. In the Actions pane, click Import Update(s).

36



Import Software Updates Catalog Wizard

gﬂ Select Import Method

configuration screen.

() Single Catalog Import

Select Import Method

Szlleci Al Select Import Method

Summary

Progress

Confir mation This option allows the automatic import of files that have

already been configured using the Import Files

A This option is not enabled because no import catalog files
have been configured. Go to the "Settings" Menu option
and setup at least one impaort file 1o enable this feature.

This option allows the manual import of a specific catalog file.

Cancel

4. Click Next to accept the default Single Catalog Import option.
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Import Software Updates Catalog Wizard

g_g Select File

Select Import Method
Select File

Summary

Progress

Confirmation

Browse to or enter the full path of the catalog {.CAR) file that yvou

X]

want to import. The path can be a local drive, network drive, or valid

UNC file share,

Eile:

|D MCatalogs'\HpCatalogForSmes. latest.cab | Browse. .,

For Example @ Ywmyserverimyshareymyfile.cab or ci\mycataloghcatalog.cab

’ < Previous H MNext = I

Cancel

5. Click Browse to locate and select the latest HP Client Updates Catalog for System Center Products
downloaded in step 1, then click Next.
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Import Software Updates Catalog Wizard

gj Summary

Select Impart Method Importing will begin when you click ™ext!

X]

Select File D YCatalogsiHpCatalogForSms. latest.cab
Summary

Progress

Confirmation

< Previous ] [ MNext =

Cancel

6. Click Next.

CUPT validates the catalog and displays the Security Warning to confirm that you would like to

accept this catalog signed and published by Hewlett-Packard.

Catalog Validation - Security Warning

Do you want to accept this catalog?

Mame : HpCatalogF arSms. latest cab

Publisher . Hewlett-Fackard Company

i) Always accept catalog from "Hewlett-Packard Company”

*) Ask me every time

Accept ] [ Don't Accept

zcanning for updates. Only accept catalogs from publishers wou brust,

Catalog files fram untruzted publizhers can potentially harm client computers when
Tel Me Mare

7. If you accept the catalog, click Accept.
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Import Software Updates Catalog Wizard

9;! Progress

Select Irmport Method
Select File

Summary

Frogress

Confirmation

X]

Status: Importing 32 out of 274 from HpCatalogForSms. latest.cab

To Stop Impaort click Cancel

Cancel
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When the import is done, the Import Software Catalog Wizard confirmation dialog box shows the
number of updates imported.

Import Software Updates Catalog Wizard

g_ﬂ Confirmation
Select Import Method You have successfully imported a software updates catalog from the following location:
Select File -
Location: DeYCatalogs
summary Irnported File: HpCatalogForSms. latest.cab
Progress Mumber of Updates Imported: 274
Confirmation
8. Click Close.

41



‘:m Custom Updates Publishing Tool I ﬂ

File  Action  Wiew Help
P CIEI
133 Custom Updates Publishing Tool - - : fctions]
=] _‘1 Hewlett-Packard Business Clients Desktops .~
% Desktops DD —
Motebooks Microsoft Windoves %P Fix for Unmountable Boot Yolum. Critical Critical Updates  B/11/2004 F] Create Update
‘wiorketations E sp24164  Microsoft Windows 3P Fix for Standbyw/R esume Eror Important Updates 3/4/2008 =4 Import Undate(s)
E sp2d 177 Microsoft "wWindows P Fix for Faillure to Recognize SAT...  Important Updates FA2/2004 J
F]p24179  Microsaft \wWindows XP Intelide.sys Fix for ICHS Drive Sw...  Critical Critical Updates  2/8/2005 | Publish Update(s)
E 3p24480  Microgoft Windows XP Intell DE .sys File Update for ICH-..  Low Updates EA171/2004 ﬂ Settings
E sp24466  HPWLAN B02.11b\W/L220 Low Updates E/11/2004
Fep24625  HPWLAN 802.11b WL220 Configuration Uity Law Updates 104342006 (5 Manage Rules
E $p2B656  Microsoft “Windaws ¥P Fix for USE 2.0 Driver lssues (R8..  Important  Updates 10/3/2006 ﬂ_u_r Expart
E sp2B827  SetVideo Refresh R ate Uil for Microsoft Windows 20...  Low Updates 10/3/2006 ‘?J <ot Al Pubiish Fl
(¥]:p27102  ADI ACST Integraled Digital Audio Driver Impartant  Updates 2/16/2006 = ATFUBIER g
E =p27976  Diagnostics for Windows - Selected Commercial Desktops  Important  Feature Packs 10/3/2006 Q’ Clear All Publish Flags
-_“?[ sp27983  ADIACSY Integrated Digital Audio Driver Impartant Lllpdates 10!3."20!;B|L| T Shaw Fiter
4 »
View 3
Software Update Details X Delete
Update Details | Applicabilty Rues | q@ Reenams
] Refresh
ﬁ Intel 3D Direct Graphics Driver for Windows 2000 XP @ el
ielp
Update ID: £13.01.301541 il &P (B (EEn T as =
Aticle 1D sp21715 =i Export
Classification: Tools =7 Edit
Severity: Important ™ Duplicate
Creation D ate: 2/8/2006 11:21:44 PM — ‘E’J St Publish Flag
Language: =
| |ﬂ Drescription: Ih\s S_DFtF‘@q conlgins lh_e W'i_n_do_ws _EUUU HP gra_phics__ driv_e_r l_or the Intel 30 Direct ;I >,-<\ Delete ﬂ

9. To display HP software updates, click the Hewlett-Packard Business Clients node under Custom
Updates Publishing Tool.

Publish HP updates to SMS

You choose which updates to publish to SMS.

1. In the tree pane of the CUPT console, select an update category under the Hewlett-Packard
Business Clients node. The result pane shows all the updates of the selected category. Updates are
not initially flagged in the Publish column.

2. Select the desired update in the result pane and click Set Publish Flag in the Actions pane. The flag
should turn to green.

3. Doublelick an update in the Result pane to see details about each update. Please DO NOT
CHANGE the software package properties, or the update may not work properly.

4. Repeat step 2 as many times as needed to flag the desired number of software updates to publish
to SMS.

5. Since HP software updates are defined with appropriate operating system, language, platform
and device rules, you can also click to select the Hewlett-Packard Business Clients node in the tree
pane and click Set All Publish Flags in the Actions pane to select all HP software updates to publish
to SMS.

6. Once you get the desired updates flagged for publishing to SMS, select the Hewlett-Packard
Business Clients node on the tree pane.

7. In the Actions pane, click Publish Updates to publish only the flagged HP client updates to SMS.
The Publish Wizard displays.
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Publish Wizard

’ Specify Path

8. Click to check the box Synchronize with Site Database of Systems Management Server, then click
Next. The Publish Wizard Summary dialog box appears indicating it is ready to publish the
update.
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Publish Wizard

Summary

Specify Path

Progress

Confirmation

Publishing will beqgin when wou click Mesxt',

Publishing Path: C:\DOCUME - 13 ADMINI~1LC AL S 1) Templ UpdatesC atalog. cab
Synchronization: Yes

Einish |

< Previous |

Cancel |

9. Click Next. The update(s) are published to SMS. The progress dialog box may show if there are

several updates.
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Publish Wizard

’ Progress

SUMMAFY.

Canfirmation

Eimist

10.When it completes, the Publish Wizard confirmation dialog box appears indicating the
synchronization is successful.
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Publish Wizard

g:g Confirmation

specify Path

The approved updates have been published with the Following details:
SUmMary

Published Path: C:\DOCUME~13ADMINI~ 1 LOCALS~14 TemplUpdatesCatalog, cab
Progress Synchronization: Completed Successfulky,

e {1 fi=islzin)

= Preyvious | [k = Einish

11.Click Close. The Custom Updates Publishing Tool window appears.

12.Run SMS Administrator Console on the SMS site. In the console tree, click Software Updates, select

the Action menu, and click Refresh. The list of software updates in the details pane should contain
the custom updates you published.
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Notice that Requested and Compliant values are zero. When the next custom update scan occurs,
client computers download the latest update catalog containing information about published software
updates and scan for applicability. When the next hardware inventory occurs, clients report to the
SMS site database whether each update is applicable or installed for each client. Then the SMS
administrator can see the reported data and decide which updates need to be distributed. Requested
displays the number of clients reporting that the update is applicable and not yet installed. Compliant
displays the number of clients reporting that the update is already installed.

To check the custom update scan schedule, in the console tree of SMS Administrator Console, click
Advertisements, right-click Custom Updates Tool in the result pane, then click Properties. Click the
Schedule tab to view the custom update schedule. By default, it is every seven days from the time
ITCU is installed. Members of the Custom Updates Tool collection perform a scan for custom updates
every time one is scheduled.
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How to Distribute HP Software Updates from SMS 2003 R2 to HP Client
Systems

To distribute a custom update to SMS clients:

1. In the SMS Administrator Console, click Software Updates.

The list of inventoried software updates appears. Notice the number of updates listed and the
various pieces of information available for each update, including the Requested and Compliant
columns discussed in the previous section.

2. Click Action > All Tasks > Distribute Software Updates.
The Distribute Software Updates Wizard dialog box appears.

3. Click Next. The Distribute Software Updates Wizard Specify a Software Update Type dialog box
appears, prompting you for the type of update to distribute.

4. Click Select an update type > Custom Update > Next.
The Distribute Software Updates Wizard Create an SMS Package or Modify Packages and
Updates dialog box appears, prompting you to create a new package.

5. Click Next to create a new package.
The Distribute Software Updates Wizard Identify the SMS Package dialog box appears, prompting
you to name the new package.

6. In the Package name box, type what you want to name the package (usually the application
name) and then click Next.

The Distribute Software Updates Wizard Customize the Organization dialog box appears,
prompting you to specify the name of the organization or department that issues the custom
updates to the client.

7. In the Organization box, type what you would like users to see as the organization to push the
software update (for example, Corporate IT Support) and then click Next.
The Distribute Software Updates Wizard Select an Inventory Scanning Program dialog box
appears, prompting you for the package and program to verify has been run to ensure the
software updates information has been reported through hardware inventory.

8. Click Next to accept the default values of the Custom Updates Tool program and package.

The Distribute Software Updates Wizard Add and Remove Updates dialog box appears displaying
the list of updates that are applicable for the site.

Note: You can distribute more than one update in a single operation.
9. Select the custom update you would like to distribute, and then click Next.

The Distribute Software Updates Wizard Specify a Source Directory for Files dialog box appears
displaying the default directory to use for the source files to be used as the SMS package
(\\SMSServer\C$\<package name>), as well as prompting for a method to download the
required updates.

10.1f the SMS server has Internet connection and can access the HP fip site, you can leave the default
option Download any available update source files for me automatically checked. Then click Next.

The wizard tries to download the update(s) from the ftp link. After downloading successfully, the
Distribute Software Updates Wizard Software Updates Status dialog box appears displaying the
status of the update to be deployed. Under Ready, a value of Yes should be listed for all updates,
indicating that the update file location has been designated. Skip to step 17.

If you choose to download HP updates from the HP ftp site manually, click I will download the
source files myself. Then click Next.

The Distribute Software Updates Wizard Software Updates Status dialog box appears displaying
the status of the update to be deployed. If you are going to manually download the update, notice
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that under Ready a value of No is listed. This indicates that the update file location has not been
designated yet.

11.Click Properties.
The Distribute Software Updates Wizard dialog box appears, displaying properties for the
selected software update. Notice that options are available to import the update; to specify
command line parameters; and to perform a download from the Internet. Also if you are manually
downloading the update, notice that the value for Binary present is No, indicating that the source
file location has not been configured yet.

12.Click Import.
The Open dialog box appears, prompting you for the source file.
13.Browse to where you have stored the HP update binary, and then click Open.

The Distribute Software Updates Wizard dialog box appears, displaying properties for the
selected software update. Notice that the Binary present value is now Yes.

In the Parameters box, notice that there is default syntax that will perform an unattended update.
14.Click OK.

The Distribute Software Updates Wizard Software Updates Status dialog box appears displaying
the status of the update to be deployed. Notice that under Ready a value of Yes is now listed. This
indicates that the source file is ready to be distributed. Also, notice that the total size of the SMS
package is reported. If you have multiple updates in your package, this will indicate the
accumulated size of all the selected updates.

15.Repeat steps 11 through 14 to import the binary for each update you are planning on deploying.
16.Click Next.

The Distribute Software Updates Wizard Update Distribution Points dialog box appears,
prompting you to select the SMS distribution points to use for client access of the updates.

17.Under Name, click to check the box with the SMS site server name, and then click Next.

The Distribute Software Updates Wizard Configure Installation Agent Settings dialog box appears
displaying the default values for status reporting and system reboots. The default values are to not
collect hardware inventory information immediately after the update installation, and to postpone
reboots for both servers and workstations.

18.You have the option to check Collect inventory information immediately to kick off an immediate
inventory report back to the SMS server after the installation, but that can lead to a significant
impact on the network and the site server. Click Next.
The Distribute Software Updates Wizard Configure Installation Agent Settings dialog box appears
displaying the default values for unattended installations and update enforcement. The default
values are to perform unattended installations and to not include a maximum installation time. The
default action is set to postpone restart after waiting five minutes for the user to respond to the
installation request. The default time specified to complete the update installation is 30 minutes.

19.Click Next to perform an unattended update.

The Distribute Software Updates Wizard Configure Installation Agent Settings dialog box appears
displaying the default values for notifications and patch postponing. Notice that the default values
are to use balloon notifications and to allow the user to postpone the update installation
indefinitely.

20.Click Next to accept the default values.

The Distribute Software Updates Wizard Advertise Updates dialog box appears, prompting you to
advertise the software update through SMS. This would be beneficial in ensuring that all clients
that require the update receive it, and any failed installation attempts would be retried every week.

21.Click Advertise, and then click Browse.
The Browse Collection dialog box appears displaying the list of collections.
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22.Click Custom Updates Tool, and then click OK.
The Distribute Software Updates Wizard Advertise Updates dialog box appears displaying the
advertisement name, collection to be advertised to, and the weekly recurrence schedule.
23.Click Next.
The Completing the Distribute Software Updates Wizard dialog box appears, prompting you to
complete the update deployment using the Distribute Software Updates Wizard.
24.Click Finish.
The SMS Administrator Console window appears.

25.You must download HP custom update packages to client machines instead of running them
directly from an SMS distribution point. Complete the following steps:

— In the console tree, click Advertisement. The result pane shows the list of advertisements.
- Right-click on the HP custom update advertisement just created and click Properties.

— Select the Advanced Client tab. Under When a distribution point is available locally, click
Download program from distribution point and under When no distribution point is available
locally, click Do not run program, then click OK. These options ensure that the package is
downloaded from the distribution point to a client and the patch runs locally on the client
machine.

Issues and Limitations

MS XML Parser 6.0

The SMS client scan tool requires MS XML 6.0 to work properly. Hence, SMS administrators need to
distribute MS XML 6.0 to clients before trying to deploy HP updates using SMS custom update
process. This issue has been confirmed by Microsoft. Refer to the Microsoft Help and Support article
at http://support.microsoft.com/kb/933535 for more information.

On a client that does not have MS XML 6.0 installed, the scan tool logs the following error in
ScanWrapper.log Failed to execute the WMI query. IWbemServices::ExecQuery retuOx80041003.
Since any WMI query to check the manufacturer, platforms and devices will fail, the scan always
yields not applicable for all updates to a client.

WMI

The HP Client Catalog leverages Windows Management Instrumentation (WMI) to check applicability
rules. WMI service needs to run on clients and the SMS client scan tool needs to have adequate
permission to query WMI.

HP Software Update Installation Must Be Downloaded to Clients

As specified in the instructions to distribute software updates from SMS to clients, SMS notifications for
HP software updates must be configured to download to clients and run there, not running directly
from the SMS distribution point.
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For more information

www.microsoft.com/systemcenter/ configmgr/default.mspx

System Center Configuration Manager
http://www.microsoft.com/systemcenter/essentials/default. mspx

Systems Center Essentials
www.microsoft.com/technet/prodtechnol/sms/sms2003/cpdg

Systems Management Server 2003 Concepts, Planning, and Deployment Guide
http://support.microsoft.com/kb/933535

The Inventory Tool for Custom Updates in SMS 2003 R2 does not run WMI queries on client
computers that do not have MSXML 6.0 installed

www.hp.com/go/EasyDeploy

HP Client Management Solutions

www.hp.com/go/SSM

HP Client Management Solutions - HP System Software Manager
www.hp.com/go/hpcmi

HP Client Management Solutions — HP Client Management Interface

For catalog content issue

Please send email to psgswcatalog@hp.com
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